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Agenda

o Capability Maturity Model (CMM) Levd 4/5 overview
e Levd 4

— Quantitative Process Management (QPM)

— Softwar e Quality Management (SQM)

— Statistical process control (SPC)

— Quantitative analysis
e Level 5

— Defect Prevention (DP)
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L evel 4 - Managed

Quantitative Process M anagement - Process Focus

— To control the process performance of the softwar e proj ect
guantitatively

Softwar e Quality M anagement - Product Focus

— To develop a quantitative under standing of the quality of the
project’s softwar e products and achieve specific quality goals
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Level 5 Optimizing

 Defect Prevention

— Toidentify the cause of defects and prevent them from
recurring

 Technology Change M anagement

— Toidentify new technologies (i.e., tools, methods, and
processes) and transition them into the organization in an
orderly manner

* Process Change Management

— To continually improve the softwar e process used in the
or ganization with the intent of improving software
qguality, increasing productivity, and decreasing the cycle
timefor product development
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L evel 4 OPM/SOM Process

Perform Work in
Training/Orientation Progress M e
Project Saff Defects
Computer Resources
Establish o Implement Conduct
PlangGoals I Cor rective Quantitative
Modifications : Analyss
Needed Action(s)
Level 4 PAT * Proiect S aff /
Management Mgﬁ: emZnt AnalyssTeam
Start 9 Anomaly
L essons CorrectiveAction 4)/— Other Reasons
L earned Plan

Project Management
Analysis Staff

PAT - ProcessAction Team
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| evel 4 PlangGoals

L evel 4 goals, and plansto meet those goals, are based on
the project’s proven capability to perform

Goals and plans must also reflect contract requirements

Asthe project’s capabilities and contract requirements
change, the goals and plans may need to be adjusted
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Plans/Goals Example - Actual Project

- Project’skey driving requirements

- Timing - subject search responsein lessthan 2.8 seconds
98% of time

- Availability - 99.86% 7 days, 24 hours (7/24)

- Thesearedriving requirementsthat constrain
hardware & software architecture & design

- To satisfy these requirements, the system needsto be
highly reliable and hardwar e robust

- The Planned Quality Goalsare:
- Déeliver a near defect free system
- Meet all Critical Computer Performance Goals
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Plans/Goals Example

 Plansareto detection and removal defects during:
— Requirements peer reviews
— Design peer reviews
— Code peer reviews
— Unit tests
—Thread tests
— Integration and test
— Formal test
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Plans/Goals Example

 Plansareto monitor Critical Computer Resour ces

— General Purpose Million Instructions Per Second
(MIPS)

— Disc Storage Read | nputs/Outputs Per Second
(1OPS) Per Volume

—Write | OPS Per Volume
— Operational Availability
— Peak Response Time

— Server Loading
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Statistical Tools

The following tools wer e used to conduct the quantitative
analysis

o Statistical Process Control (SPC) - SPC using control
charts& Bar Charts

* Performance Model - To monitor critical computer
I esour ce

10



MITRE

Statistical Process Control Charts

Deter mine Cause of Deviation

A Upper Control Limit [—

3 Standard Deviations (+ sigma)

i Center Line —
3 Standard Deviations (- sigma)
M easur ements ¥ _ — Lower Control Limit —
Determine Cause of Deviation
Time >

According to the Normal Distribution, 99% of all normal random values
liewithin +/-3 standard deviations from the norm, that is, 3 sigma
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Statistical Process Control Charts

Why Control charts:
o Separate signal from noise, so when anomalies occur
they can be recognized
 |dentify undesirabletrends, they point out:

— Fixable problems
— Potential processimprovements

« Show the capability of the process, so achievable
goals can be set

* Provide evidence of process stability, which justifies
predicting process performance
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Variables Data and Attributes Data

o Variables Data
— Usually measurements of continuous phenomena
— Length, weight, height, volume, voltage, torque
— In softwar e settings
— Elapsed time, effort expanded, memory/cpu utilization

o Attributes Data
— Usually measurements of discrete phenomena (counts)

— Number of defects, number of source statements,
number of people

— Most measurementsin software used for SPC are
attributes data
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Variables Data and Attributes Data

e Control Limits
— Control limitsfor variables and attributesdata are
computed in quite different ways
e Control Chartsfor Variables Data
— X bar
— Rangecharts
— XmR Charts

e Control Chartsfor Attributes Data
— u charts
— Z charts
— XmR Charts

14
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Other Quantitative M ethods

Check Sheets

Run Chart
Histogram

Scatter Diagram
Pareto Chart
Flow Chart
Fishbone Diagram
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SPC Example - Code Peer Reviews

Raw data collected for code peer reviews

mple Units SLOC Defects Defectd KSLOC
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Calculating the limits

- DefectKSLOC = Number of Defects*1000/SLOC reviewed
per sample (calculated for each sample). These are plotted as
Plot.

. CL = Total Number of DefectdTotal number of SLOC
reviewed * 1000

- a(l) = SLOC reviewed/1000 (calculated for each sample)
- UCL = CL+3(SQRT(CL/a(1)) (calculated for each sample)
e LCL =CL-3(SQRT(CL/a(1)) (calculated for each sample)

17



MITRE

Calculationsfor each sample

Sample
1. Feb 1997
2. Mar 1997
3. Mar 1997
4. Mar 1997
5.Mar 1997
. Apr 1997

Plot
36.4
36.7

65
29.6
45.2
35.8

CL

40.73
40.73
40.73
40.73
40.73
40.73

UCL

55.4
55.01
56.49
54.53
59.47
54.84

LCL
26.09
26.45
24.97
26.93
25.99
26.63

a(1)
1.7
1.8
1.5
1.9
1.7

1.8
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Code Peer Reviews Control Chart

70

50 & 7 M o

1. Feb 2. Mar 3. Mar 4. Mar 5 Mar
1997 1997 1997 1997 1997

6. Apr
1997

40 - = / = \ = /:\\: __:__ (F;ILOt
N . N b
20 ol _ il ~ s« LCL
10
0

* The processisout of statistical process control in thethird sample

» Analysisrevealed that this was caused when the project introduced coding

standards and many coding violations wer e introduced
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vree Bar Chartsfor Thread Tests

Samples Test Plan Test Data Logic Interface Standards Design Requirements - Defect Categories
1 6 1 1
2 1
3 4
Totals 0 1 10 1 0 1 0
Totals
12
10
8
6 O Totals
4
2
O T T T T T
> v < o o < ”
&Q\ &O& X d)\ \’é:(b' é\éé &\Q . é(\é\
& &2 NP M
Q.

Y ou would expect mor e logic defectsthan others
20
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Example
Critical Computer Resour ces

General Purpose MIPS Year 2002

3000

2500 -

2000 -

1500 -

1000

500 -

P - mated Usage
Gy Teshold

LJ
Sep-94 Apr-95

L) L)
Oct-95 May-96 Dec-96
Date

Jun-97

e Thecustomer introduced many new requirements around Nov/Dec 1995

« Themode revealed that the MIPS threshold wasthreatened with increased computations

« More MIPSwereadded to the architecture in May 1996
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| evel 4to L evel 5 Relationships

Data analysis at Level 4 enables focusing the on Defect Prevention,
Technology Change Management, and Process Change M anagement

at Level 5

Leve 4 Level 5
— Defect Prevention
Quantitative /
Process Management [N
Technology

N Change Management
Software 4

\ Process

Quality Management

Change M anagement
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Defect Prevention Process

Start
Perform - ' i
. : Work in |dentify/Categorize
 ——
Tralnlng/_chkoff Progress — Defects
M eeting
Analysis Team Proj ect Staff ‘\ Pr oj ect Staff
NoAnomaly
Defect \ Condudt
Lessc?nzcﬁreirned ~ Prevention Analysis
Plan (Quantitative or Other)

M anagement
Analysis Team

|
Anomaly Or
Ot her*Reason(s)

Conduct
Causal Analysis

Analysis Team
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Defect Prevention Plans and Activities

» Defectscan be prevented on a variety of entities:

— Project Plans — Project Schedules
— Project Resources — Standards

— Quality Goals — Requirements

— Design — Code

— Interfaces — Test Plans

— Test Procedures — Documentation

— Processes — Procedures

— Technologies — Training

— Management — Engineering
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Defect Prevention Example

Raw Data - Code Peer Review

Sample Units SLOC Defects Defects/KSLOC

1. Mar 1998 6
2.Apr 1998 10
3. Apr 1998
4. Apr 1998
5. Apr 1998
6. Apr 1998
/. Apr 1998
8. May 1998
Totals /6

W oo whs NN

515
614
573
305
350
205
/701
319
3582

15
16
.
7
21
2
11
3
72

29.12621359
26.05863192
12.21640489
22.95081967

60
9.756097561
15.69186876
9.404388715
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Defect Prevention Example (Cont.)

Calculations
Sample
1. Mar 1998 29.1

2. A
3.A
4. A
5. A
6. A
7.A

or 1998
or 1998
or 1998
or 1998
or 1998

or 1998

Plot

26.1
12.2
23
60
9.76
15.7

8.May1998 9.4

CL

20.1
20.1
20.1
20.1
20.1
20.1
20.1
20.1

UCL LCL
38.843 1.358279654
37.265 2.935632196
37.869 2.332140203

44.455 0
42.835 0
49.807 0
36.165 4.036058356
43.914 0

When LCL isnegativeit isset to zero

a(l)
0.515
0.614
0.573
0.305

0.35
0.205
0.701
0.319
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Defect Prevention Example (Cont.)

Plot

70

60

. N
40

N/

10

10

—— Plot

—— UCL
~ LCL

Causal Analysis

* Revealed that data werefor database code and applications code

o Control chartsrequiresimilar data for similar processes

» Applesto apples analogy
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Defect Prevention Example (Cont.)

Plot - Applications Code Data Only

180
160 =
120 /A\/ —&— Plot
100 '—“\‘/ —B—CL
80 —A— UCL
—<—LCL
o0 CB = — E
40 AN \\
20 \/
e e %
1. Mar 2. Apr 3. Apr 4. Apr 5. Apr 6. Apr
1998 1998 1998 1998 1998 1998

Processis now under statistical process contr ol
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Defect Prevention Example (Cont.)

Root Cause
e Data gathered from dissimilar activities cannot be used on
the same statistical processon control charts

e Datafrom design cannot be combined with data from coding

 Theprocessfor database design and code isdifferent from
that used for applications design and code as aretheteams

and methodologies

Defect Prevention

The defect prevention isagainst the process of collecting
data for SPC control charts

29
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Thread Tests

Samples Test Plan Test Data L ogic

Interface Standards

Design _Requirements

1 2 6
2 10
3 1 9 3
4 2 1 13
5 1 7
6 10 14
7 4 2
8 28
9 2
10 6
11 1 1
12 10
13 9 1
14 6 1 1
15 5 7
16 2 1
Totals 6 102 55 1 0 2 0
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Bar Chart for Thread Tests

Totals

120
100
80
60

40 O Totals

20

O  I—

N\ (e Y < & N S
Q\(b' > QQ\ \"bg) "b\'é ‘b\Q Q)Q\'
&QJ ,\@co \Q %\(,b'

» Test data would not be expected to have the majority of defects
* Theroot causeisthat test procedureshad not been peer reviewed
» The defect prevention isto peer review test procedures
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Requirements Defects

Sample SRSs No. Rgmts Defects Defects/100 Rgmts
1. UTL 1 152 5 3.28
2.APP 1 37 4 10.81
3.HMI 1 350 101 28.85
4. MSP 1 421 13 3.08
5, EKM 1 370 25 6.757
6.CMS 1 844 60 7.10
Totals 6 2174 208

Sample PLOT CL UCL LCL a(l)

1. UTL 3.28 9.56 17.09 2.04 1.52
2.APP 1081 9.56 2482 O 0.37
3.HMI 28.85 9.56 1452 460 35

4. MSP 3.08 90563 1409 504 421
5. EKM 6.75 90563 1439 474 37

6. CMS 7.10 9.56 12.76  6.37 8.44
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Requirements Defects (Cont.)

35

30

2 A

w N/

M EERAN

ol 4 L\l

— A

—e—PLOT
—a_—CL
—A— UCL
—>—LCL

== = =
\
¥

I N\ I I

1.UTL 2.APP  3.HMI 4.MSP 5EKM 6.CMS

« HMI isHuman Machine Interface, Othersare Applications

« Again, dissimilar activities cannot be used on the same

statistical processon control charts
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Requirements Defects (Cont.)

Sample SRSs No. Rgmts

Defects Defects/100 Rgmts

1.UTL 1 152 5 3.29
2.APP 1 37 4 10.81
3MSP 1 421 13 3.09
4. EKM 1 370 25 6.76
5.CMS 1 844 60 7.11
Totals 5 1824 107
20
18
16 paN
14 \
12 X \\ ——PLOT
10 A —=—CL Without HM |
8 RN i —a—UCL
6 | / = \ = H
/ \ —— LCL
4 % N B
2
0 m//
-2 1T UTLE 2. APP 3 MSP 4EKM 5-CMS
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